
A high level analysis could be (very incomplete, sufficient for the purpose of the example)

The system under attack is the UNIL accounts
The principals are UNIL sysadmins, UNIL employees and students
The assets are, among others, the data stored in the students accounts
The security properties to maintain are the confidentiality of the accounts’ content, the integrity 
of he accounts’ content, and the availability of the accounts.

A very high-level security policy:
 - Only the students can access the content of the their own accounts 
 - No other than the students can modify the content of the accounts
 - No other that UNIL sysadmins can stop the system 

Threat model:
 This is very similar to the NSA case in the previous slides, but the threat model is very different. 
Here we have one “weak” adversary with little resources.
 - Cannot observe the full system
 - Cannot corrupt other students
 - Cannot hack UNIL backend
 - Can corrupt a computer used by the students
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A high level analysis could be (very incomplete, sufficient for the purpose of the 
example):

The system under attack is the Swisscom communication infrastructure
The principals are Swisscom employees, and the Swisscom customer: people that 
use the infrastructure to make phone calls (the “callers”). 
-> More detail about the NSA as principal as discussed in INM202: The sentence 
"principals may not contain the adversary" in the slides is about the possibility that, 
once the principals are defined, the adversary can either be among the principals, or 
outside of the principals list. In this exercise, the NSA is not a principal as the NSA 
does not directly act on the assets of the system. There can be collusion, i.e., an NSA 
agent is a Swisscom customer (or employee), but even then, the principals only 
include customer (or employee), not NSA. The NSA agent should have the same 
rights as any Swisscom customer (or employee), not more. We are in the case where 
the list of principals does not contain the adversary.
The assets are, among others, the data sent through the communication 
infrastructure
The security properties to maintain are the confidentiality of communications, the 
integrity of communications, and the availability of communication 
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Threat model:
 The NSA ! Big and powerful! State level adversary
 Can observe Swisscom communication channels (e.g., an agent with an antenna)
 Can hack Swisscom systems
 Can corrupt Swisscom employees
 Can corrupt phones of Swisscom users

A very high-level security policy:
 - Only the callers can access the content of the communication (not Swisscom 
employees)
 - No other than the caller can modify the content of the communication (not even 
Swisscom employees)
 - No other that Swisscom employees can stop the system 
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Example of correct answers:

Security threat -> A friend could learn my password and get access to my phone, and 
therefore could access my app
Vulnerability -> Weak PIN, easy to eavesdrop when ordering a drink. Phone might be 
on the table and easy to steal
Harm -> The friend is able to order a drink using my money
Security mechanism -> For example: biometric check when ordering (faceID) or 2FA 
(show camipro when getting drink)


